
 

Vacancy 
CLP Holdings Limited 
Digital / Group Security 
Assistant Red Team Manager  
[Ref.: CLPH-D-ARTM] 
 
We are looking for a high caliber individual to join our Group Security Team as a Assistant Red Team 
Manager. The purpose of the role of Assistant Red Team Manager is to work as part of the Company’s 
Technical Assurance/Red Team capability. This is one of the most critical aspects of ensuring CLP’s 
Cyber protection. 
 
The Position Profile: 
 

• As a member of the Assurance Team reporting to the Technical Assurance Manager, assist in 
developing a program of offensive campaigns to test CLP’s cyber detective and protective 
controls.   

• Drive innovative thinking by researching and testing new tools and techniques to identify 
vulnerabilities in the people, processes and technologies that combine to provide CLP’s cyber 
detective and protective controls.  

• Provide CLP with reports that contain the necessary insight to support security fixes, patches, 
remediation, and training to ensure the same opportunities for exploitation do not exist in the 
future. 

• Provide specialist guidance to secure CLP with possession of the substantial technical expertise 
to analyse advanced attack methodologies.   

• Strong in penetration testing of critical infrastructure, for both compliance and security purposes. 

• Ensure CLP maintains effective cyber security analysis capabilities covering, networking devices, 
control systems, server systems and end user computing systems. 

• Maintain a broad knowledge of current and emerging state-of-the-art computer/network 
protection and detection systems, technologies, architectures, and products. 

• Provide regular reports and assist with creating technical presentations for senior leadership. 

 

Requirements: 

• A recognized university degree in Computer science, Information Technology or equivalent, with 
Certifications such as OSCP/CREST 

• Having Red Team certification (CRTO/CRTE/PACES) would be a distinct advantage 

• Extensive experience with manual and automated pen testing tools including RAPID7, NMAP, 
Metasploit and Burpsuite. 

• At least 5 years’ IT experience with Microsoft enterprise technologies including but not limited 
to Windows, Active Directory, TMG, IIS etc.; Open source technologies such as Linux; 



 

virtualization technologies such as VMware and Hyper-V; and hands-on experience in TCP/IP 
networking, firewalls, VPN, intrusion prevention systems, network security monitoring, network 
vulnerability scanning. 

• Familiar with best-in-class IT & ICS security technologies by leading suppliers such as Cisco, 
Checkpoint, Palo Atos, Symantec, FireEye, and Juniper. 

• Familiar with scripting including Python, PowerShell, and Shell scripting. 

• Strong written and verbal communication skills, including the ability to gather and critically 
evaluate information and prepare written documents that clearly and concisely identify the 
issues presented and their proposed resolution. 

• Ability to explain technical issues to non-technical stakeholders. 

• Good command of spoken and written English 

 

Please apply by sending email to ghr@clp.com.hk giving a detailed C.V., including academic 
qualifications, career history, major achievements and personal attributes on or before 3 June 2022. 
 
Important: To facilitate our easy tracking please use a unique file name for all attachments and your 
email subject box in this format: CLPH-D-ARTM_Last Name_First Name_Other Names (if applicable) 
  
Applicants not invited for interview within 6 weeks from the closing date may assume their 
applications unsuccessful. 
 
Information provided will be for recruitment purpose within the CLP Group and only short-listed 
candidates will be contacted. We comply with all applicable laws and regulations of HKSAR in 
handling applications. For details of the Personal Information Collection Statement, please visit our 
website: http://clp.to/engPICS 
 
For further information on our company, please visit our website: https://www.clpgroup.com/ 

 
 

 

 

 

Date Exhibited: 13.05.2022 
Date Withdrawn: 03.06.2022 

 

Information Classification: PROPRIETARY 

( 本 項 職 位 空 缺 只 備 英 文 版 本 ) 
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